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Abstract: In modern network the malware is one of the serious issues where it can be identified by many roles such 
as email spam, Denial of service and Trojan like viruses. DTN (Delay Tolerant Network) suffered from the above 
malware related problems. The proposed System introduces a novel malware detection technique in DTN. It deals 
with the evidence collection risk, false report identification and distribution problem. The system also identifies the 
misbehaving nodes by collecting and validating their evidence. The proposed system introduces a backtracking 
method which is used to track the previous behaviors and analysis and combinatorial optimization algorithm, which 
is a method that consists of finding optimal evidence and object from a finite set of objects and evidences. The 
method HMD is proposed to reduce the time. 
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1. INTRODUCTION 

The Delay or Disruption tolerant protocols that 
govern the way nodes communicate on the Internet 
largely assumes that there are reliable low latency 
connections between any two points on the net. In real 
time several applications where we'd like to get the 
benefits of computer networking, the following example 
help to know more about DTN, NASA sends an 
instruction to a Mars Rover, there are both latency 
(speed of light delay) and disruption problems. Another 
example is the challenge of getting the benefits of the 
Internet to a village in a developing nation. Traditional 
telecommunications technology cannot reach it cost-
effectively. 

DTN System is based on complex technology; 
we may experience unexpected delays while 
communicate in the network development, improving 
the performance, deploying it on the network. Any 
modification in the DTN System entails similar 
development risks. At any given time, various new 
product introductions and enhancements to our DTN 
System are in the development phase and are not yet 
ready for commercial manufacturing or deployment. In 
addition, unexpected intellectual property disputes, 
failure of critical design elements, and a host of other 
execution risks may delay or even prevent the 
introduction of enhancements to our DTN System. 

 

 

2. RELATED WORK 

There are several common malware detection 
method [3] currently in practice is pattern matching, 
which is a supervised data matching technique. The 
existing pattern matching suffers from the following 
drawbacks 1.Processing overhead the lack of 
generality,2. High false positive rate in one round of 
analysis make it unsuitable for DTN applications in 
real-time. Proximity malware and mitigation [4][5] 
schemes has been proposed which helps to collect 
Bluetooth traces and demonstrated that malware could 
effectively propagate via Bluetooth with 
simulations.Some existing developed Bluetooth 
malware model.[6], which showed that Bluetooth can 
enhance malware, propagation rate over SMS/MMS.  

Additionally some technique enhanced 
malware propagation through proximity channels in 
social networks and wide-area wireless networks. Late 
some techniques discussed optimal malware signature 
distribution in heterogeneous, resource-constrained 
mobile networks. In traditional, non-DTN, networks 
proposed to detect malware with learned behavioral 
model, in terms of system call and program flow. The 
final implementation extends the Naive Bayesian 
model[10], which has been applied in filtering email 
spam’s, detecting botnets and designing IDSs and 
address DTN-specific, malware-related, 
problems.Random waypoint method has been 
applied,recent finding on these techniques these models 
may not be realistic.[7],[8]. optimal malware signature 
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distribution in heterogeneous, resource-constrained 
mobile networks. In traditional, non-DTN, networks 
proposed to detect malware with learned behavioral 
model, in terms of system call and program flow [9]. 

3. EXISTING SYSTEM 

There are many different technologies 
available to detect malwares. Most of which rely on the 
internal structure rather than the behavior of the 
malware. Although the behavior of each of the 
transformation of a hidden malicious code is the same, 
the structure is different which means they can become 
difficult to detect depending on the amount of variation. 
There are some detection methods [2] which detect 
suspicious ability or behavior within a program, such as 
heuristic analysis; however these methods are rarely 
used as a sole means of virus protection as they are 
normally prone to false-positives. 

Proximity malware based [1] on the DTN 
model brings unique security challenges that are not 
present in the infrastructure model. In the 
infrastructure model, the cellular carrier centrally 
monitors networks for abnormalities; moreover, the 
resource scarcity of individual nodes limits the rate of 
malware propagation. The Delay Tolerant Networks 
(DTNs) [11][12] are especially useful in providing 
mission critical services including emergency 
scenarios and battlefield applications. However, DTNs 
are vulnerable to wormhole attacks, in which a 
malicious node records the packets at one location and 
tunnels them to another colluding node, which replays 
them locally into the network. Nodes in disruption-
tolerant networks (DTNs) [13] usually exhibit 
repetitive motions. Several recently proposed DTN 
routing algorithms have utilized the DTNs’ cyclic 
properties for predicting future forwarding. 
Opportunistic data forwarding [14] can be abused by 
an adversary by injecting spurious packets in order to 
waste the resources of the network. Security and 
privacy are critical for DTNs [15]. 

4. PROBLEM DEFINITION 

Although many schemes have been proposed 
to defend against malware attacks on the Internet and in 
wireless sensor networks, they assume persistent 
connectivity and cannot be directly applied to DTNs 
that have intermittent connectivity. The packets injected 
by outsider attackers can be easily filtered with 
authentication techniques. However, authentication 
alone does not work when insider attackers inject 
packets and replicas with valid signatures. Thus, it is 
still an open problem is to address inject attacks in 
DTNs. 

Most existing malware detection schemes are 
not a DTN specific; several existing failed to identify 
the malware exactly within the DTN. And several 
techniques suffered from several trust management 
problems. This also suffers from the insufficient 
evidence versus evidence collection risk and 
Sequential and distributed online evidence filtering is 
very complicated. 

5. PROPOSED SYSTEM 

Protecting a victim (host or network) from 
malicious traffic is a hard problem that requires the 
coordination of several complementary components, 
including nontechnical and technical solutions. The 
implementing malware detection and access control 
rules are very tedious because the network has so 
many vulnerabilities and security issues. The proposed 
system introduces a new protocol which is named as 
COMPACT (Combinatorial Optimal Malware 
Proclamation AndContent Tracking). The  

decentralized approach provides effective 
rule matching and verification process in the network 
while data transmission. Access Control List has also 
applied in order to maintain black and white list of 
users and nodes for effective data restriction. The 
importance of the COMPACT protocol is facilitating a 
solution against filter selection problem. Detection 
Applies invisible watermarking technique to track the 
spam initiator 

� COMPACT protocol for fast malware node filter 
� Malicious data detection before sending 
� Rule based Malware detection filtering method 
� Identifies the compromised machines 

 

Algorithm: evidence collection process in 
COMPACT 

Steps: 

1. Get acknowledgement A from Node N. 
2. If(N is a new user and acknowledgment is 

valid) then 
3. Create node n in the evidence collection 
4. Locate the evidence in the log 
5. Verify the acknowledgement s with the 

signature P 
a. For each ack(si verifies P) 
b. If the parameter P valid 
c. Calculate age P for Node N in log 

T. 
6. For all acknowledgement A containing p 

do 
a. If s is the last acknowledgement 

in T then 
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b.  Append s in T based on the 
priority P. 

7. End for 
8. End 

 

The aim of the system is to effectively and 
efficiently detect malicious code at every hop and host. 
The proposed system is an enhanced and optimal 
malware detection and elimination using content 
tracking and incorporates a prioriknowledge about a 
particular malware group in the network. The attacker 
can add malicious code while transmitting the data in 
the network. This is a challenging problem when end to 
end data verification. To overcome the problem, the 
system generates and verifies node behavior by 
generating detection models based on the observation of 
the node and malware programs. The system executes 
and monitors a anti malware program in a controlled 
analysis environment. Based on this observation it 
extracts the behavior that characterizes the execution of 
this program and node. The behavior is then 
automatically translated into detection and removal 
models that operate at very host in the network. 

6. RESULT AND ANALYSIS 

To evaluate the efficiency, four measures were 
used to evaluate the effectiveness. One is the number of 
modified entries, indicating how much the content of 
the original database is preserved. The other measures 
are defined as follows: 

The following graph represents the time comparison 
between the existing and proposed systems.  

 

Fig 6.1Comparison chart based on the time 

 

The above Figure 6.1 represents time 
comparison graph between existing random waypoint 
technique and proposed HMD protocol. In this graph 
the existing technique takes 6.2 seconds to complete 
this process, and HMD completes by 4 seconds. 
Comparing with several existing technique the process 
of HMD technique is high, so that the processing time 
is reduced. 

7. CONCLUSION 

  The system overcomes the main three issues 
which are evidence collection risk and fake evidence 
identification and malicious code removal problem. 
The system also focused on the performance 
enhancement with two major metrics such as accuracy 
and detection time. To detection it use request - 
transmit and check scheme each node itself checks the 
number malicious code exists, and node carry the 
acknowledgement when they move, and cross-check if 
their carried claims are inconsistent when they 
contact. If node exceed the rate limit then declare the 
network contain flood attack.In this paper Comparing 
with several existing technique the process of HMD 
techniques is high, so that the processing time is 
reduced. This proves that HMD techniques are best of 
other techniques. 
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